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Perspektiver på cyber-risici
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Kilde: PwC’s 27th Annual Global CEO Survey (danske svar)
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Udpluk fra Bestyrelsesforeningens 
checkliste



Cyber Risk Reporting
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Cyber Risk Management – summed up
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Proposed journey towards fact-based insights
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Agreeing on taxonomy
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Design Principle

3. Cyber Security Capabilities

Helps reduce the likelihood of threats and 

impact from the risks they may cause

Model and understand the 

business impact

Analyse the Cyber Threat 

Landscape

Assess and monitor performance 

of Cyber Security Capability

Core Component

A Cybersecurity Risk Management Framework requires a common taxonomy of cyber security risks, its 

relationship to threats and the mitigating capabilities that need to be in place to ensure cyber security 

risks are prudently and consistently managed.

2. Key Cyber Threats

Key threats that drive top cyber risks

1. Top Cyber Risks

The current and target risk exposure 

for the defined risk statements
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Using a ‘basic’ risk model
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Deterministic Risk Calculation Logic
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A Cyber Risk hierarchy allows for risk aggregation and clear assignment of risk ownership. The 

hierarchy represented shows the relationship between L0, L1, L2 & L3 risks embedded into the 

Cyber Risk taxonomy.

Breach of confidential 

BI or sensitive 

customer data

Loss of ability to 

operate one or more 

critical business 

services

Forced to make an 

extraordinary and/or 

significant payment

Loss of business or 

confidence within the 

marketplace

Loss of customer trust 

and confidence

Board Cyber 

Risks3(L1)

Accidental 

Leakage of 

Customer 

Information

Asset risk Asset risk Asset risk Asset risk Asset risk Asset risk Asset risk

Theft of 

Confidential 

Business 

Information

Theft of Customer 

Information

Disruption to 

Business 

Operations

Loss of Digital 

Trust

Disruption to 

Online Services

Operational / 

Division Cyber 

Risks (L2)

Theft or Loss of 

Funds

Enterprise Risk2

(L0)
Cyber Security

Asset / System 

Cyber Risks 

(L3)

Added for 

representation 

purposes only

Asset risk Asset risk Asset risk Asset risk Asset risk Asset risk Asset risk

Asset risk Asset risk Asset risk Asset risk Asset risk Asset risk Asset risk

Cyber Risk Hierarchy

1: Cyber Risk Ownership is defined as part of the Cyber Security Risk Management Framework; 2: Corporate Risk Register (Cyber Security as risk #xx); 3: Cyber Risks reported by Group CISO to the Board
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Cyber Risk & Control Levels

slide 26

Strategic Level 

Enterprise Risks1

Board Cyber Risks2

Operational / Division 

Cyber Risks

Threat Categories, Threat 

Scenarios & Attack Stage

Cyber Risk taxonomy 

core component

L0

L1

L2

L3
Asset / 

System 

Level 

Operational 

Level 

Enterprise Level

Asset Risks

Asset Informational 

Context

Asset Controls

Capabilities & Metrics

Level

Capabilities & Metrics

Asset Controls
Asset Informational 

Context
Asset risks

Cyber Threat Categories, 

Threat Scenarios & 

Attack Stage

Board Cyber Risks

Enterprise Risks

Risks assessed against enterprise risk criteria

How it all fits together

Operational / Division 

Cyber Risks

Focus of 

Cyber Risk 

taxonomy

Provides additional context to Are delivered and monitored byProvides technical details of

Drive Inform exposure of Mitigates

1: Corporate Risk Register (Cyber Security as risk #xx); 2: Cyber Risks reported by the Group CISO to the Board
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More detail on the taxonomy in the next pages

Mapping approach for Cyber risks and objectives
The Cyber Risk taxonomy and underlying reporting approach is based on the mapping between the L1 Cyber Risks to L2 Cyber Risks, to the threat 

context that contributes to them and the capabilities in place to mitigate those threats.

Cyber Security 

Risk #1

Cyber Security 

Risk #2

…

Threat 

Scenario #1

Threat 

Scenario #2

…

Capability  #1

Capability #2

…

Asset Control #1

Asset Control #2

…

Enterprise 

Risk #1…

Cyber 

Security Risk

Enterprise 

Risk #...n

Enterprise 
Risks

L2 Cyber 
Risks

Threat Categories, Threat Scenarios & 
Attack Stage

Capabilities & Metrics
Asset 

Controls

L0 L2 L3

Metric #1

Metric #2

…

Threat 

Category #1

Threat 

Category #2

…

Cyber Security 

Risk #2

Cyber Security 

Risk #1

…

L1 Cyber 
Risks

L1

The L1 cyber 

risks are 

aggregated to 

one single 

cyber risk at 

the enterprise 

level.

The threat context is 

considered by a combination 

of Threat Categories, 

underlying Threat Scenarios 

and stages of an attack that 

can be mitigated by 

Capabilities.

Capabilities at L2 level represent the 

Cyber Security Services that can mitigate 

the Threat Scenarios. Its coverage and 

effectiveness can be measured and 

monitored by its corresponding metric(s) 

to provide an overview of control strength 

and maturity.

Asset or system level controls at 

L3 level (Asset / System level)  

can be mapped to Capabilities 

at L2 level.

L2 Cyber Risks 

are mapped to L1 

Cyber Risks.

Attack Stage  

#1

Attack Stage 

#2

…

Model and understand the 

business impact
Analyse the Cyber Threat Landscape

Assess and Monitor 

performance of Cyber 

Security Capability

Design 

Principle

Objective
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Threat Categories, Threat Scenarios & Attack Stages
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Threat 

Categories (L2)

Accidental Leakage of 

Customer information

Theft of Confidential 

Business Information

Theft of Customer 

Information

Theft or Loss of Funds

Disruption to Business 

Operations

Loss of Digital Trust

Disruption to Online 

Services

Cyber Risks (L2)

Accidental Insider 

Leak

External Cyber Attack

Malicious Insider 

Cyber Attack 

Upstream DoS 

Attack

Supply Chain 

Compromise

Customer 

compromise

External information 

manipulation

Threat Scenarios (L2)

Online storage 

data loss
Email data loss Device data loss

Persistent 

network 

intrusion

Ransomware 

attack

External 
application 

compromise

Internal 

application 

compromise

Business email 

compromise

Customer 

environment 

compromise

Compromise by a 
privileged 

malicious insider

Supplier cyber 

disruption

Compromise by a 
non-privileged 

malicious insider

Supplier data 

compromise

Supplier 

backdoor 

compromise

Third party 
software 

compromise

SaaS / PaaS 

compromise

Infrastructure 

DDoS
DNS hijack DoS

Application 

DDoS

Domain 

Squatting
Brandjacking

Social media 
account 

compromise

Customer 

account 

compromise

Customer 

device 

compromise

Website 

defacement

Social 

engineering

Each Threat Scenario has a mapping to the relevant Attack stages

Supplier data 

compromise

Threat Scenario

Vulnerability: Threat Actor compromises supplier 

Initial Access: Leverage network access / credentials of/to supply 
chain

Attack Stage

Proliferation: Establish persistence, compromise privileged 
credentials, extend access through credential use, extend access 
through vulnerability exploitation

Impact: Targeting and exfiltration of sensitive data

Internal device 

compromise

A clear taxonomy and relationship between Operational / Divisional Cyber Risks (L2), the relevant Threat Categories and the underlying Threat Scenarios for each 

Threat Category is defined as follows.
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Using pragmatic dashboards (BoD-level)
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Using pragmatic dashboards (Risk Owner-level)
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Using pragmatic dashboards (Risk Owner-level)
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Using pragmatic dashboards (Risk Owner-level)
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Using pragmatic dashboards (Operations-level)
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Moving towards automation

slide 34

Now imagine updating these risks, threats, controls and particularly control indicators 

on a quarterly basis to allow for frequent reporting to the Board of Directors.

Start out small – find a reasonable metric for a control and find a way to pull that 

metric automatically from your infrastructure.
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Touching upon quantification
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Some questions to get started

Why doesn’t everyone quantify?

Does cyber risk quantification need to be very complicated?

How do you get started?
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PwC Cyber Risk Modelling Services

Why is quantification of IT-risks relevant
Quantification of IT-risks are required and relevant 
both for regulatory and general enterprise risk management purposes

Management reporting

Quantifying IT-risks can be a key 

tool for the board to challenge 

whether the actual IT-risks are 

aligned with the risk appetite. 

Furthermore, it can help inform the 

CISO and other stakeholders on 

relevant mitigation activities and to 

assess the cost of these against the 

IT-risk reduction.

Business insights

Quantification can help inform 

decision makers about what Cyber 

scenarios are truly material to the 

business, thus empowering the 

business to spend time on 

mitigating the risk drivers that truly 

matter to the business and less on 

others.

Calculation of emerging 

risks in ORSA and ICAAP

As part of the ORSA and ICAAP 

processes, IT-risks are highly 

relevant given its status as an 

emerging risk and not necessarily 

captured adequately in the capital 

models.

The impact of Cyber on your 

business could be calculated in 

different scenarios, such as a best 

estimate, 200 year event, etc.

DORA incident reporting

It is a requirement to report the total 

amount of gross and indirect costs 

and losses incurred by the financial 

entity stemming from a major 

incident under DORA as part of the 

final report.

Due to the time restraints imposed 

in DORA a calculation framework 

and governance need to be 

established in order to adequately 

estimate the impact when a major 

incident occurs.
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PwC Cyber Risk Modelling Services

Lack of data: There is only very sparse public databases available that provide insight into the impact of cyber attacks and these

are largely biased, as they are based on self-reporting. Most companies do not disclose the impact of successful attacks nor the 

frequency of attempted attacks against them.

Lack of modeling expertise: Since losses due to cyber attacks are so new and the amount of data is so small, there has also not 

been any consensus around  'best practice' within the modeling of these, neither in the industry nor in the scientific literature.

Insufficient domain knowledge: It is only in rare cases that cyber risk modelers and cyber risk experts are the same person.

Challenges in quantifying cyber risks
Cyber risk is a so-called ‘Emerging Risk’. This presents numerous challenges when 
modelling quantitative impacts



PwC

Overview of Cyber Risk Model and DORA metrics
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PwC Cyber Risk Modelling Services

PwC

Total amount of gross direct and indirect costs 

and losses incurred by the financial entity 

stemming from the major incident

Amount of expropriated 

funds or financial assets 

for which the financial 

entity is liable

Amount of staff costs, including costs associated to 

replacing or relocating staff, hiring extra staff, 

remuneration of overtime and recovering lost or impaired 

skills of staff

Amount of customer 

redress and compensation 

costs

Amount of costs 

associated with internal 

and external 

communication

Amount of replacement or 

relocation costs of 

software, hardware or 

infrastructure

Amount of fees due to non-

compliance with 

contractual obligations

Amount of losses due to 

forgone revenues

Amount of advisory costs, 

including costs associated 

with legal counselling, 

forensic and remediation 

services

Amount other specified 

costs and losses

Metrics Model Inputs Cyber Risk Model Model Outputs

Cyber Scenario 

Impacts (Cyber 

Stress Tests)

DORA costs 

and losses

Worst Case

Most likely

Best Case
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PwC Cyber Risk Modelling Services

Expert Judgement Data Model distribution

Currently Cyber Risk models utilize a high amount of expert judgement data. One common approach, such as the one outlined in the FAIR 

framework, is to have business experts supply their inputs on the Best Case, Most Likely and Worst Case outcomes. 

Best Case: 19 out of 20 events, Most Likely: Average, Worst Case: 1 out of 20 events.

One easy way to use this for modelling purposes is to fit a log – normal distribution to these inputs using the method of moments estimator (MoM)

like so:

𝑋~𝐿𝑁 µ𝑀𝑜𝑀 , σ𝑀𝑜𝑀
2

where σ𝑀𝑜𝑀 =
log Worst Case −log(𝐵𝑒𝑠𝑡 𝑐𝑎𝑠𝑒)

2∗𝛼95%
and µ𝑀𝑜𝑀 = log mean −

σ𝑀𝑜𝑀
2

2

Utilizing expert judgement data



Spørgsmål
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